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Abstract—In this paper, we introduce a new hard problem
opening up the construction for new quantum resistant crypto-
graphic schemes. The latter is called Learning Rank with Errors
(LRE) and can be seen as an adaptation of the LPN problem
to the rank metric setting. In addition, we describe HBLrg, an
HB-like authentication protocol that constitutes an application of
the aforementioned problem. We also prove that HBy rg is secure
against passive attacks and compare its parameters to those of
the initial HB scheme.

I. INTRODUCTION

In light of the threat caused by several quantum algorithms
to cryptography [1] [2], the NIST [3] has recently started
to prepare its future transition to post-quantum cryptography.
This confirms that identifying and studying quantum-resistant
problems is of great importance for the cryptography com-
munity. Learning Parity with Noise (LPN) is one of these
problems and has been shown to have many cryptographic
applications in [4], [5]. This problem is equivalent to the
problem of decoding random linear codes, does not succumb
to known quantum algorithms attacks and has been proved NP-
Hard [6]. LPN can be described as follows: let s € {0, 1}"' be
a random secret of length k, find s given a number of samples
(ai ; (s-a;) ®v;) with a; € {0,1}* and v; € {0,1} some
noise following a Bernouilli distribution. The LPN problem is
based on the Hamming metric, the historical metric used in
code-based cryptography. In this paper, we are studying LPN
along with the rank metric, an other metric used in code-based
cryptography that has been less studied than the Hamming one
but presents some promising properties.

In addition, we are interested by one of the applications of
the LPN problem that has been studied extensively namely
symmetric authentication protocols. The first LPN-based au-
thentication protocol is due to Hopper and Blum [7]. The
HB protocol is relatively simple and particularly well suited
for lightweight cryptography. Suppose a prover P wants to
authenticate to a verifier IV with whom he shares a secret key
s € {0, 1}*. The protocol is parametrized by a noise parameter
n € [0, %] a number of instances n € N and a threshold ¢ such
that nn < t. The verifier V generates a € {0;1}* and sends
it to P. Then P generates v € {0,1} such that v = 1 with
probability 7, and sends z = (s - a) @ v to the prover. Next,
the verifier V' checks if z is equal to s - a. This process is
repeated n times and the verifier accepts the prover after n
instances only if the number of unsuccessful iterations is at
most ¢t. Additional details can be found in [7], [8] and [9].
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Contributions.

In this paper, we introduce Learning with Rank Errors
(LRE), a hard problem based on the rank metric, resistant to
known quantum attacks, that is analog to the LPN problem.
Moreover, we also propose HB{ rg, an HB-like authentication
protocol that relies on the hardness of the aforementioned LRE
problem.

Paper organisation. In section II, we describe the LRE
problem and discuss some of its properties (uniqueness of
the solution, random self reducibility and pseudorandomness),
then we give a description of the attacks on this problem with
their complexity. In section III, we present the HBy rg protocol
which adapts the HB protocol to the rank metric setting. Next,
we discuss different relevant security models for HBygrg and
prove that it is secure against passive attacks. We also compare
the parameters of HB and HB rg with respect to a given level
of security. Finally, a concluding section sums up these results
and suggests some perspectives.

II. THE LRE PROBLEM

The Learning with Rank Errors problem is based on the rank
metric and the use of Fy = linearity and as such presents some
interesting properties. On one hand, the complexity of pratical
attacks is quadrically exponential in the size of parameters in
the rank setting whereas it is simply exponential in the size of
parameters in the Hamming case. On the other hand, the use
of Fym linearity permits to construct protocols and schemes
with reduced communication cost and key size.

A. Definitions

Definition 1 (Learning with Rank Errors (LRE) search prob-
lem). Let x be an error distribution over Fém. Lets & Fgm be
a fixed secret vector. Let OLrg be an oracle which generates
samples of the form (A,sA +e) where A & anle and
ed X. The LRE(q, m,n,l, x) search problem consists to find
s given access to the oracle O Rg.

If e is chosen uniformly at random amongst the errors of
weight at most r, we denote the problem LRE(q,m,n,l, 7).
Moreover, if ¢ = 2, we denote the problem LRE(m,n,l,r).

Definition 2 (Decision LRE (DLRE) problem). Let x be an

error distribution over Fém ands & Fym be a fixed vector. Let
Qg be an oracle which produces samples of LRE(q, m, n, 1, x)
and Oq be an oracle which produces samples of the form
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(A,u) with u & Fl... Let b & {0;1} and O = O,.

The LRE(q, m,n,l, x) decisional problem consists in deciding
whether b =0 or b =1 given only access to O.

B. Properties

In this subsection, we show that the LRE search problem
has a unique solution given enough samples and is random
self reducible. These two properties are straightforward. We
assume that LRE is also pseudorandom and discuss on this
assumption.

Proposition 1 (Uniqueness). The LRE(m,n,l,r) search
problem has a unique solution with a very high probability

if the number N of samples is greater than %

Proof. The approach of this proof is the same as for the
calculation of the Gilbert-Varshamov bound in the rank metric,
only the form of the error is modified to correspond to the LRE
search problem.

Let A = (Aq]...]Ay) and e = (e1]...|en) be respec-
tively the concatenation of the matrices and the errors of the
N samples. A is a matrix of size n x NI and e is a vector
of length NI. Since N > %, then NI > n. So A is
the generator matrix of an [N, nj code over Fym. Let H be a
parity-check matrix of this code, i.e. a (NI —n) x n full-rank
matrix over F m such that AH” = 0. We have:

eH" = (y,|...lyy) H" e FNI"

where y, = sA; + e;.

The vector e is the unique solution of the form (eq|...|ex)
of this equation with a very high probability if the number
of errors of this form is inferior to ¢"(V'=™)_ This number is

e 1 r—1 qm—(li)(ql‘—qi) N _ Nr(m—+l—r)
qual to ([, e =0(q ). Hence

Nr(m+l—r) Nl—n)

q <q™
< Nr(m+1—r) <m(Nl—n)
= mn < Nml—rm—r{l—r))
mn
< (m—r)1—7) <N
O

Proposition 2 (Random Self Reducibility). Assume there is
a PPT algorithm A that solves the LRE(q,mn,lx) search
problem with a non negligible probability. Then there exists
a PPT algorithm A’ which find s € Fym with a non
negligible probability given only access to samples of the form

(A,sA+e), A & Fgﬁﬂe & X for any s € Fy..

Proof. Let A be a PPT algorithm .4 that solves the
LRE(g,m,n,l,x) search problem with a non negligible proba-
bility p. Let s’ & Fyn,s" =s+s andy =sA+e+s’'A=
s” A + e. Since s’ is distributed uniformly at random, s” is
also distributed uniformly at random. Thus, given access to the
samples (A,y), the algorithm A outputs s” with probability
p. If it is the case, we compute s” — s’ to retrieve s with
probability p. O

Unfortunately, there is no known search-to-decision reduc-
tion for the LRE problem.

Assumption 1 (Pseudorandomness). DLRE(q,m,n,l,r) is pseu-
dorandom, that-is-to-say there is no PPT distinguisher with a
non negligible advantage between the distribution (A, sA+e)
and (A,u) where A is a random matrix of size n x | over
Fym, e a random vector of length | and weight r and u a
random vector of length l.

Discussion on this assumption: Even if there is no reduction,
the DLRE problem is linked to the decisional Exact-LPN,
we can transform samples of the Exact-LPN problem into
samples of a very close distribution of LRE. Let us recall
this problem: given the distributions Dgrpn = (A, sA + e)
and Dy = (A,u) where A & F7*!, e is a random vector
of F, of Hamming weight of » and w < F}, is it possible
to distinguish these two distributions with a non negligible
advantage. We use a transformation inspired by [10] to embed
these distributions into the rank metric. Let m > 8] and

ai,...,q; | Fa-independent elements of Fom.
Let 1) : F, - b
(.’171,..-755[) = (0111'17...,041.’17[)

¢ transforms a vector of Fy of Hamming weight r into a
vector of Fom of rank weight r. ¢ can be extended to the
matrices of 5!, Let M be an [ x [ matrix over Fam whose
coefficients generate a [Fo-subspace of Fom of dimension 2.
The distribution of samples of the form (y)(A)M, 1 (sA +
e)M) is close to the distribution of LRE(m,n,l, 2r). Indeed,
we have (sA + e)M = sp(A)M + »(e)M and ¢(e)M
is a vector of weight 2r with very high probability. However
the matrix ¢)(A)M is not random.

C. Attacks on the LRE problem

In this subsection we present the different attacks on the
LRE problems. There are two families of attacks:

« the algebraic attacks consists in solving a multivariate
system whose unknowns are s and the vectors e; with
Groebner bases. Their advantage is that they ignore the
size of the field g, that’s why they are generally more
efficient when ¢ > 2. However their complexity (in time
and in space) depends on the number of unknowns of the
system. In our case, each sample (A, sA + e) adds the
coordinates of e as unknowns. Thus these attacks cannot
be used to solve efficiently the LRE problem.

« the combinatorial attacks try to guess some coordinates
of the errors e; or the subspace FE; generated by the
coordinates of e; in order to solve a linear system. They
are the adaptation of decoding algorithms of rank metric
linear codes. Since these algorithms need to guess some
information about the errors, they are better when ¢ is
small. They can efficiently use the multiplicity of the
samples, that is why they are the best known attacks
against the LRE problem.

The first attack is an adaptation of the GRS algorithm [11].
Let (A;,sA; + e;)1<i<ny be the N samples of the LRE
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problem. Let Ey, ..., Exn be the supports of ey, ..., ey, ie.
the [F,-subspaces generated by the coordinates of e;. The idea
is to find N F,-subspaces Fi,...,Fn of dimension ' such
that F/; C F; for all 1 <4 < N. In this case, we can express
the coordinates e;; of e; in a basis of F;, which gives us Nir’
unknowns over IF,. If NI > n let H be a parity-check matrix
of the code generated by A = (A4]...|Ay). We have

eH" = (y,|...lyy)H" € Févnll_"

where y, = sA; + e;, which gives us m(NI — n) equations
over IF,. These equations have only one solution with non neg-
ligible probability if Nir’ < m(NI—n). The probability that

N
/
the F;’s have been correctly chosen is <[:ﬂ} / {:’j ) =
q q

O(gN(m=). By taking 7’ = m — [™2], we obtain a final
complexity of O(m?(NI — n)%Nﬁ%ﬁr).

We can improve the complexity of this attack by using the
algebraic structure over F,m. Let consider the matrix A" =

which generates an [N, n+ 1] F,m linear code C’.

By linearity, the vector e belongs to C’ and also all multiples
ae,a € Fym since a(—s|1)A’ = a(—sA+y) = ae. Let H'
be a parity-check matrix of C’. Each multiples of e is a solution
of H'x™ = 0 of unknown . The idea is the same as before,
we want to find N Fg-subspaces F1,. .., Fy of dimension 7’
to express the coordinates of x in a basis of Fj, block by
block. Since we search for any multiple of e, the probability
to choose correctly the F; is higher than previously, but due to
the lack of space we cannot compute it here. Then if we know
a multiple ave, we can compute a multiple as by solving the
linear system (as| — a)A’ = —ae and then retrieve s.
In average, the complexity of this attack is
€1 = O(mH (N1 - ny?g [ =571 -m)

operations in [Fy.

The idea of the second algorithm is to try and obtain a null
error on some coordinates of y by linear combinations over
F,. Indeed, let y, = s A;+e; be a sample of LRE. There exists
a matrix M; € F,*! such that e;M; = (e}, ...,€],0,...0)
where €/, ... €] generate the support of e. Now let us consider
the vector y,M; = sA; M ; + e; M ;. We can split the vector
y;M; into two vectors of length » and [ — r and the matrix
A; M into two matrices of size nx r and n X (I—r) such that
y,M; = (y}1|yly) and A;M; = (A};|AL,). Since the [ —r
last coordinates of e; M ; are null, we have y’, = sAl,. This
gives us (I — r) equations of s without errors. If we have N
samples such that N (I —r) > n, we can get enough equations
to compute s by inverting an n x n matrix over Fym.

Let us now describe the attack. For each vector y,, we
choose a random invertible matrix M; € F.*! and compute
y,M ;. Then we suppose that we obtain an error e; M ; with
I — r null coordinates. The probability to obtain one null
coordinate is equal to ¢~" for each coordinate of e;M; is
a random element of the support of e;. Since we need n null
coordinates, the probability to choose correctly the matrices

M ; is ¢~ ™". The cost of the linear algebra is dominated by
the inversion of an n x n matrix over F,m, hence this attack
has a complexity of

Co=0 (n3m log mlog log mq’”)

operations in F,.
Asymptotically, in the typical case ¢ = 2 and [ = m = n,
we have

@(rn +r— n)
O(rn)
III. HB-LIKE PROTOCOL BASED ON LRE

HB [7] is a authentication protocol based on LPN. As
a symmetric scheme based on a hard problem that is very
practical for resource-constraints devices, HB have received
extensive attention. In this section, we introduce HByrg, an
HB variant that relies on the LRE problem.

log, €1 =
log, €2 =

A. The HBRrg protocol

Following [7], a symmetric key authentication protocol is
defined by a pair of algorithms (P, V') sharing a secret s.
The interaction between the prover P and the verifier V'
on inputs z and y is denoted as (P(x),V(y)). Given such
an interaction, the verifier should accept the prover (denoted
(P, V) = accept) whenever = y and reject it otherwise.

Definition 3. A symmetric authentication protocol is a pair
of probabilistic polynomial-time algorithms (P, V') sharing a
secret s such that (i) for all inputs s, (P(s),V(s)) = accept
with probability 1 and (ii) for each pair x # vy, (P(z),V (y))
= accept with negligible probability.

In the remaining of this document, w(v) denotes the rank
weight of a vector v € Fi... By considering F,m as a vector
space of dimension m over F,, one can represent the vector
v as a matrix E(v) € F"*". We refer the reader to [12]
for additional details on the rank metric. The rank weight of
v is defined as the rank of the aforementioned matrix E(v)
namely w(v) = rank(E(v)). Furthermore, the set of words
of weight at most r in Fy... is denoted by B} (Fym) = {v €
Fyw | w(v) < r}. Elements of B}(F,n) are generated by
randomly choosing r elements in Fy» and constructing n
random linear combinations of these r elements.

We now introduce the HB gg protocol (see figure 1) which
is an HB-like protocol based on the LRE problem rather than
the LPN one. This protocol constitutes one application of the
LRE problem and illustrates how the latter can be used in
order to construct cryptographic schemes. Interestingly, one
should note that contrary to the initial HB protocol, HBy rg
does not suffer from false negative issues.

Many variants of the initial HB protocol have been pro-
posed: see [8], [13], [14] for instance and refer to [15] for
a survey on LPN-based HB protocols. Each of these scheme
increases the security or the efficiency of HB in various ways.
Most of these improvements could also be adapted to the LRE
setting. We defer such extensions of HB rg to future work.
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Prover P Verifier V'
s € Fgm s € IF;"m
A A&

€ ﬁ BiGqu)
z=sA+e z

Output accept iff:
w(z—sA)<r

Fig. 1. The HByRrg protocol

B. Security models

The main security notion for symmetric authentication pro-
tocols is security against impersonation. This notion is defined
using three security models: passive, active and man-in-the-
middle [16]. Those models can be formalized as a security
game involving two major steps: a learning phase and an
impersonation phase. Depending on the security model, the
adversary is given access to additional oracles, and thus is
given more power.

Within the passive attack model, the adversary is only
allowed to obtain transcripts of exchanges between the prover
and the verifier during the learning step. In the second step,
the adversary tries to impersonate a prover interacting with a
honest verifier. The active attack model is a stronger model,
in which the attacker is given access to transcripts as in the
passive model but can also interact with a honest prover only
(in the detection model) or with both honest prover and verifier
(in the prevention model). In the impersonation phase, the
adversary only interacts with the verifier. The man-in-the-
middle attack model is the strongest security model. In fact, the
attacker is given access to protocol transcripts and is allowed
to interact with the prover and the verifier during both the
learning phase and the impersonation phase.

We prove the security of HB| rg in the passive attack model.
Informally, if an adversary is able to break the security of our
scheme in this model, then he can be used to solve the LRE
problem. Following [9], we give a formal description of the
security game of the passive attack model:

o Setup: Generate a shared secret key (s & Fym) and give
it to the prover P and the verifier V.

o Learning step: The adversary 4 is given access to a
polynomial number of transcripts of protocol executions.
We denote these transcripts by trans({(P, V)).

o Impersonation step: The adversary A plays the role of
the prover and interacts with the verifier V. We denote by
(A, V) = accept an execution of the protocol in which
the verifier V' authenticates the adversary .A.

We say that the adversary wins the game if the verifier V
accepts A at the end of the interaction.

Definition 4 (Passive Attacks). An authentication protocol is
secure against passive attacks if for all efficient adversaries

A, the advantage Advﬁlﬁg‘i“ is negligible where:

Adv’z’fggi“ = Pr [(A, V) = accept |s & Fimstrans((P, V)

C. Security against passive attacks

Let Ay, = {(A,sA +e) | A & Fixrie & BL(Fm)}
denotes the set of all LRE instances and U denotes the uniform
distribution over Ff]ﬁ" X Fé?n.

Theorem 1. If there exists an adversary A eavesdropping on
at most k executions of the HBLrg protocol, running in time t
passive

and achieving Adv zyp = 0, then there exists an algorithm
D making (k + 1) oracle queries, running in O(t) such that:

‘Pr[DAS=T(1"L) —1|s&Fn]—Pr[DV(1") = 1]‘ >5-p

with p = (S0, TIba — a)[7],) /0™ where [7],
denotes the Gaussian binomial coefficient i.e. the number of
subspaces of dimension i in a vector space of dimension m
over a finite field with q elements.

Following the proof ideas of theorem 2 from [9], we show
how to construct an efficient algorithm D that can distinguish
between instances of A, and U using the adversary A.

Proof. D is given access to an oracle returning (A,z) and
proceeds as follows:

1) D runs the learning phase of A. Each time A4 requests
to view a transcript of the protocol, D obtains (A, z)
from its oracle and returns it to A.

2) When A is ready for the impersonation phase, D obtains
a sample (A, Z) from its oracle. D sends the challenge
A to A and receives in return a response z’.

3) D outputs 1 if and only if w(z — z’) < 2r.

Two cases have to be considered depending on which oracle
D is interacting with:

o If D is interacting with U: The probability that D
outputs 1 is the same as the probability that a randomly
chosen vector of length [ ends up being inside the ball
of radius 2r centered in O (see [12]):

ity (IT=otd' —a)[7],)

qml

_ 1B (0,21)]
|F

This probability is negligible as long as the parameters
q, m, 7, | and n are chosen correctly.

e If D is interacting with A, ,: Let z* = sA denotes the
response of a prover without any error. We have Pr|w(zZ—
z*) < r] =1 since Z is distributed exactly as the answer
of an honest prover and Prjw(z’ — z*) < r] = § since
A successfully impersonates the prover in those cases. It
follows that D outputs 1 with probability at least § since
Priw(z—2') <2r] > Priw(z—2z*) <r N w(z*—2) <
r)] = Prl(w(z* —2') < r)] = 4.
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Thus, D is able to distinguish between instances from A; ,
and U with probability at least § — p. O

In the case of [ = m = n, we have p ~ ¢2r(2n—2r)—n* —

4r(n—r)—n?

q
D. Parameters comparison between HB and HByrg

In order to achieve a security level of 80 bits, previous works
(see [17]-[22]) suggest to use a (592,1/8) LPN instance,
namely a 592 bits long secret key along with an error rate
of 1/8. One should nonetheless note that larger instances
might need to be considered according to recent work [23].
Given an error rate of 1/8, if one want completeness errors
(respectively soundness errors) to occur with probability less
than 2740 (respectively 2789), it should instanciate the HB
protocol with 441 rounds [17]. Therefore, in the initial HB
protocol, 32 Kio have to be exchanged between the prover
and the verifier to achieve a security level of 80 bits. One has
to consider a (18,18,18,6) LRE instance in order to achieve
the same security level. These parameters correspond to 324
bits long secret keys and require only 648 bits to be exchanged
during an execution of the protocol. For 128 bits of security,
one may use a (20, 20,20, 7) LRE instance which correspond
to 400 bits long secret keys and 800 bits of exchanged data.

IV. CONCLUSION

In this paper we have introduced LRE, a problem similar
to the LPN problem that relies on the rank metric as well as
its decisional version. We have studied some of its properties
namely the uniqueness of its solution and its self-reducibility.
We have discussed on its pseudorandomness and given some
arguments in its favor. In order to provide a first application
to the aforementioned problem, we have also described the
HB|rg protocol, an HB-like protocol based on the LRE
problem. A natural perspective of this work would be to
design and study other cryptographic schemes relying on the
difficulty of LRE. Furthermore, our initial HByrg protocol
could be extended following the body of work realized on the
initial HB protocol (see [8], [13]-[15]) in order to improve
both its security and its performances. HBy gg provides better
parameters than HB but is less computationally efficient,
therefore it would also be interesting to compare it with other
symmetric authentication protocols.
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